SABRE RED CONNECTIVITY GUIDE PRODUCTION

Sabre Red 360 requires connectivity to the following URL’s, IPs, and Ports. The following information
should be whitelisted in firewalls or correctly configured proxies.

e Sabre (current data centers hosted in Tulsa) hosted URL’s are in the 151.193.0.0/16 CIDR
Note: All Sabre resources hosted in Tulsa will start with the 151.193 IP range.

e New IP addresses outside of existing Sabre IP ranges will be in use. New IP addresses are subject
to change without prior notification. Be certain to create safelists using domain names - FODN -
do not use IP addresses.

e Access should be granted for sabrered.exe, chromium.exe and java through any security
solutions including anti-virus, anti-malware, appliances, etc...
o Javais supplied by and isolated to Sabre Red.
o Current version is OpenJDK JRE 8u282
e If “SSL Interception” IP changes are done, it is possible that an incorrect SSL Cert may be
presented to the client and access to the URL will be denied. This will prevent the application
from operating.

Validation of the following URLs can be accomplished with TELNET URL Address PORT#
Example: TELNET ACCESS.HAVAIL.SABRE.COM 30031

This document is designed for new installations and to reflect changes to the connectivity guidelines for
existing Sabre Red installations. Some of the services may have multiple (URL’s) endpoints. There is a
recommended or primary URL and there are additional fallback URL’s. We recommend that installations
of Sabre Red use the Single EXE and use the recommended URL’s where stated. But an existing customer
may still be on a legacy installation which will not support the change in end point until they upgrade to
the Single EXE installer.

Note: This document no longer reflects legacy URLs that are on a sunset path. For existing customers
looking for documentation with legacy URLs, please contact your local support desk.
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Name/Service Port | IP(s) URL and recommendations
Api.platform.sabre.com (Imperva) IPs
Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
Recommended
Continued... 443 151.193.0.55 https://api.havail.sabre.com
Api.havail.sabre.com 151.193.4.54
New installations using the Single EXE and capable of
supporting HAVAIL solutions.
Continued... 443 151.193.59.58 https://api.sabre.com
Api.sabre.com
Network not capable of supporting HAVAIL.
Recommend network capable of supporting HAVAIL.
Continued 443 151.193.0.149 https://srw.auth.havail.sabre.com
o 151.193.4.146
Srw.auth.havail.sabre.com Legacy installations capable of supporting HAVAIL but not
capable of supporting migration to new gateway.
Recommend updating network to support access to
api.havail.sabre.com
Continued... 443 151.193.54.8 https://auth.my.sabre.com
Auth.my.sabre.com
Legacy installations not capable of supporting HAVAIL.
Recommend network capable of supporting HAVAIL.
SR360 WEB Authentication 443 Multiple https://srw.sabre.com
Srw.sabre.com (Imperva) IPs https://accounts.havail.sabre.com/
Accounts.havail.sabre.com ) ) o
Required for agents using the SR360 Web Application.
Additionally, it requires access as outlined below in Sabre
Web Services.
Provisioning/User Configuration 443 151.193.0.55 https://api.havail.sabre.com
Api.havail.sabre.com 151.193.4.54
Recommended. Used with Single EXE installer.
Update Site (Artifacts) 443 Multiple http://updatesite.my.sabre.com
Updatesite.my.sabre.com 80 (Imperva) IPs http://updatesite.srac.sabre.com
Updatesite.srac.sabre.com https://updatesite.my.sabre.com
Srwweb.updatesite.sabre.com https://updatesite.srac.sabre.com
https://srwweb.updatesite.sabre.com
Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
443 151.193.0.150 https://srw.mysabregxws.havail.sabre.com

Workspace Utilities
Srw.mysabregxws.havail.sabre.com

Services.sr.sabre.com

151.193.4.147

Multiple
(Imperva) IPs

https://services.sr.sabre.com
Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
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Sabre Web Services 443 Multiple https://webservices.platform.sabre.com
Webservices.platform.sabre.com (Imperva) IPs https://stl.platform.sabre.com
stl.platform.sabre.com ) ,
Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
Recommended
Continued... 443 151.193.0.55 https://api.havail.sabre.com
Api.havail.sabre.com 151.193.4.54
Recommended
Continued... 443 151.193.4.55 https://webservices.havail.sabre.com
Webservices.havail.sabre.com 151.193.0.56
Recommended
Continued... 443 151.193.160.91 https://webservices.sabre.com
Webservices.sabre.com
Continued... 80 NA http://sabre.api-us.routehappy.com
Sabre.api-us.routehappy.com http://sabre.hub-api-us.routehappy.com
Workspace Logging 443 151.193.0.153 https://srw.logginggx.havail.sabre.com
Srw.logginggx.havail.sabre.com 151.193.1.150
Services.sr.sabre.com Multiple https://services.sr.sabre.com
o ' (Imperva) IPs Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
Workspace Configuration (AAT) 443 151.193.0.152 https://srw.cmadmin.havail.sabre.com
Srw.cmadmin.havail.sabre.com 151.193.4.149 Required for SRW Agency Admin
i Multiple https://services.sr.sabre.com
Services.sr.sabre.com (Imperva) IPs Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
Hotel Maps and Photos 443 Multiple http://vcmp-hotels.sabre.com/
Cloudinary.com 80 (Imperva) IPs
vcmp-hotels.sabre.com
mapquestapi.com
tileproxy.cloud.mapquest.com
mapconfig.mgcdn.com
reS.‘CIOUdinary‘com Served from a CDN outside of Sabre network, requires
api.mapbox.com traffic to FQDN open.
Continued... 443 4.35.228.225 https://vcmp-hotels.sabre.com/
Vfmi.com
Continued... 443 NA https://geoservices.sabre.com/
Geoservices.sabre.com
Hotel Program Manager 443 151.193.0.121 https://hotelratemanagement.havail.sabre.com
Hotelratemanagement.havail.sabre.com
443 151.193.159.130 | https://scvpn.havail.sabre.com

SCVPN Gateway

Scvpn.havail.sabre.com

151.193.159.2

End point for Sabre Red Host Connectivity with the SCVPN
plug-in configured.
End point for SCVPN Launcher if used.
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SCVPN Authentication 443 151.193.4.54 https://api.havail.sabre.com
Api.havail.sabre.com 151.193.0.55 https://api.sabre.com
Api.sabre.com 151.193.59.58
Api.platform.sabre.com Multiple https://api.platform.sabre.com
| ' ' (Imperva) IPs Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
Sabre Host 30030 | 151.193.104.129 | https://access.havail.sabre.com
Access.havail.sabre.com 30031 | 151.193.108.129 ) ) )
30032 Required for agencies using a B2B or Direct Connection
30051 including VAR and Core Connect
Host Access Mapping 389 151.193.104.131 | https://hsspconfig.havail.sabre.com
Hsspconfig.havail.sabre.com 151.193.108.131
Sabre Profiles 443 151.193.4.55 https://webservices.havail.sabre.com
Webservices.havail.sabre.com 151.193.0.56
Continued... 443 151.193.160.91 | https://webservices.sabre.com
Webservices.sabre.com
Continued.... 443 151.193.0.178 https://viewership.havail.sabre.com/ui/v1/
Viewership.havail.sabre.com/ui/v1/ 151.193.4.176
Sabre Profiles Advanced Admin 443 Multiple https://tn.profiles.sabre.com
tn.profiles.sabre.com (Imperva) IPs , ,
Served from a CDN outside of Sabre network, requires
traffic to FQDN open.
AppDynamics 443 | NA NA
Cdn.appdynamics.com 80
Col.eum-appdynamics.com
Sabre Central Resources 443 151.193.4.83 https://central.sabre.com
Central.sabre.com 151.193.0.84 https://accounts.havail.sabre.com
Accounts.havail.sabre.com 151.193.178.52 https://emergo5.sabre.com
Emergo5.sabre.com https://communityportal.sabre.com/
Communityportal.sabre.com Multiple
Login.salesforce.com (Imperva) IPs
w.usabilla.com Served from a CDN outside of Sabre network, requires
www.google-analytics.com traffic to FQDN open.
Logos and Images 443 151.193.6.44 https://documents-svc.sabre.com/
151.193.6.14 https://documents.sabre.com/
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